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Introduction

The following Job Aid was developed to provide step-by-step instructions for the ONRR Identity
Application for an Industry User.

How to Log into the ONRR ldentity Application
The following steps guide users through the login process for the ONRR Identity Application.

Step Action
1. Access the ONRR Identity Application URL.
2. Enter your username in the Username field.

i Office of Natural Resources Revenue

_'.‘,‘;.\ Sign In:
N Enter your user name.
z Username: Username] X
Sh
=
“ g Where do I enter my password?
‘ Forgot your username?
|13 A
Step Action
3. Click the Continue button.
Continue
4, Enter your password into the Password field.
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ﬁg Office of Natural Resources Revenue
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\ Sign In:

L Please use this secure TextPad to enter your password.
:‘1‘ Password:
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Step Action
5. Click the Enter button.
Enter
6.

The ONRR Identity Application will appear and the user’s My Profile page is
displayed.
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Office of Natural Resources Revenue
Collecting Every Dollar Due

To Colfect, disburse, and vernify Federal and Indian energy and other nafural resource revenues on behalf of alf Americans.

Welcome Back, jdoe Logout
7 Self-Service My Profile
My Profile
Change Password 'V Basic Information
Preferred First Name User Login JDOE
Full Name Jane Doe Industry Representative (IR) [
Manager/IR. Title
User Type Industry-EXT
Organization DEVTEST1S

W Contact Information

Business Email jdee@detest15.com Postal Code
Business Telephone City
Business Street Address State

PO Box

' Other Attributes

Reporter ID TES01
TESD2 =
TES03 v

TES04

How to Log in to the ONRR Identity Application for the First Time

If you are logging in for the first time, you will be required to complete the following additional
steps:

Step Action

1. After entering your username and initial password, you will need to choose a new
password. Enter your initial password once and a new password twice.
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: Office of Natural Resources Revenue

Reset Your Password
Please enter your old password and new password twice on the TextPad.

‘ / A valid password must meet all of the following conditions:
Password must not match or contain first name.
Password must not match or contain last name.
Password must contain at least 3 alphanumeric character(s).
Password must contain at least 2 alphabetic character(s).
Password must be at least 12 character(s) long.
Password must contain at least 1 lowercase letter(s).
Password must contain at least 1 numeric character(s).
Password must contain at least 1 special character(s).

rd must contain at least 1 uppercase letter(s).
Password must not be one of 24 pravious passwords.
Password must not match or contain user ID.

0Old Password Completed

New Password Completed Password:

seccsccncees >

Confirm New Password dick to enter

.t

\igmy :
y

e %,

R

Enter

Step Action

2. Click the Enter button.
Enter

" Office of Natural Resources Revenue
=

*

-\ Your New Security Profile

Setting w5 your new securty srofie erhances your onine protection.
ks mew s o securty 1 your 3ccount by heiong us ienty you and wil o you KSentsy o ste.

Security Image and Phrase

Enhanced dats secunty
Yo new ovces i e cnine. many of the secrty —ge. ¥ou ave on our ofical ste.

“To register your security profile now >> [ Comewe || |

Step Action
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3. You will now choose your security image/phrase and set your security
questions/answers. Click the Continue button.
Continue
ﬁ Office of Natural Resources Revenue
Your Security Device
This is your personalized virtual authentication device.
From now on, never enter your password unless you see this exact device.
g
] ~afpm— Your personal security image
#
\\ \ pretydesion ~ffm= Your personal security phrase
Fi ‘\ Learn more about your device R
P Get a new image and phrase 3
% |
Step Action
4,

The image with the sample password field and the “Preview” watermark is your
personal security image. The phrase below it (“pretty design” in the example
above) is your personal security phrase. If you would like a different image and/or
phrase, click on Get a new image and phrase below. Whenever you authenticate,
you should see the image and phrase you have chosen here. Once you are satisfied
with an image/phrase combination, click the Continue button.

Continue
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ﬁ Office of Natural Resources Revenue
Security Questions
We will use your security questions and answers to confirm your identity at times when extra safety is needed.
Questions (Choose a question from each list below.) Answers
1) |EEENEENS ¥]
) vl RIS
2) [Select One l I
#Aaswer:
T
3) [Select One
=g
pretty design
\\\
- '\ \ \ C Rt e . B
SN N N 4 S NP = 5 i NPT ¥ XS

Step Action
5. Choose a security question using the dropdown on the left and enter an answer in
the box on the bottom-right. (Here, you should see the security image you chose
on the previous page.) Click the Enter button.
6. Repeat the previous step for each of the three security questions.
7. The ONRR Identity Application will appear and the user’s My Profile page is

displayed.
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My Profile
Change Password
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Office of Natural Resources Revenue
Collecting Every Dollar Due

To Colfect, disburse, and vernify Federal and Indian energy and other nafural resource revenues on behalf of alf Americans.

Welcome Back, jdoe

Logout

My Profile

'V Basic Information
Preferred First Name
Full Name
Manager/IR.

User Type

Organization

W Contact Information
Business Email
Business Telephone
Business Street Address

PO Box
' Other Attributes

Reporter ID

Jane Doe

Industry-EXT

DEVTEST15

jdee@detest15.com

TESD1
TES02
TESDZ
TES04

User Login JDOE
Industry Representative (IR) [

Title

Postal Code
City

State
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How to Logout of the ONRR Identity Application

The following steps guide users through the process of logging out of the ONRR Identity
Application.

Step Action
1. Click the Logout button.
Logout
2. You have now been logged out of ONRR Identity Application.
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How to Change Your Password

The following steps guide users through the process of changing their password in the ONRR
Identity Application.

Step Action

1. Click the Change Password link.
Change Password

2. The Change Password page appears.

b, Office of Natural Resources Revenue
Collecting Every Dollar Due

To Collect, disburse, and verify Federal and Indian energy and other nafural resource revenues on behaif of all Amerncans.

Welcome Back, jsmith

Logout
W Self-Service
Change Password

My Profile

Change Password + Old Password
- Enter New Password @
= Confirm New Password

Step Action
3. Enter your old password and a new password (twice).

Office of Natural Resources Revenue
Collecting Every Dollar Due

To Gollect, disburse, and verify Federal and Indian energy and other natural resource revenues on behalf of all Americans.

Welcome Back, jsmith Logout

7 Self-Service Change Password
My Profile

Change Password + Old Password sessnsesnnee
- Enter New Password  esssssssssss @

= Confirm New Password esessessssss
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Step Action
4, Click the Submit button.
5. A message appears stating your password has been changed successfully.

., Office of Natural Resources Revenue
# Collecting Every Dollar Due

To Colfect, disburse, and verify Federal and Indian energy and ofher nafural resource revenues on behalf of all Americans.

Welcome Back, jsmith Logout

7 Self-Service
My Profile
Change Password

Change Password

Your password has been changed successfully
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Frequently Asked Questions (FAQS)

What if | forgot my password?
You can either contact your IR or proceed through the following steps to reset it:

Step

Action

1.

Proceed with the normal login process until you reach the password prompt.

. Office of Natural Resources Revenue

\ Sign In:
A
Please use this secure TextPad to enter your password.

1
Password:

s

pretty design

\A

A ‘

, . What's this? e "
; "\ Not your image and phrase? o

: Forgot your password? Y

Action

Click Forgot your password? at the bottom.
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Y 2%
Sy k)

N &

w«

Fr

. Office of Natural Resources Revenue

To confirm your identity, answer the following security question.

: U]
What is your all time favorite’

pretty design

Not your image and phrase?
What's this?
Forgot Answer?

Action

Answer each of your security questions and click the Enter button.

Enter
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01

P =
ﬁ Office of Natural Resources Revenue
£ oy

\ Reset Your Password
J Please enter your new password twice on the TextPad.
'1;‘: A valid password must meet all of the following conditions:
. * Password must not match or contain first name.
tf' * Password must not match or contain last name.
i » Password must contain at least 3 alphanumeric character(s).
* Password must contain at least 2 alphabetic character(s).
* Password must be at least 12 character(s) long.
* Password must contain at least 1 lowercase letter(s).
* Password must contain at least 1 numeric character(s).
* Password must contain at least 1 special character(s).
rd must contain at least 1 uppercase letter(s).
* Password must not be one of 24 previous passwords.
* Password must not match or contain user ID.

New Password Completed

dick to enter

Step Action

4, Choose a new password, enter it again to confirm it, and click the Enter button.

Enter

What if | forgot my username?
You can retrieve your username by doing the following:

Step Action

1. Navigate to the Sign In page.
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. Office of Natural Resources Revenue

Sign In:
Enter your user name.
Username:
Where do I enter my password?
‘ Forgot your username?

Step Action
2. Click Forgot your username? at the bottom.
Enter Email Address
= Email
Step Action
3. Enter your email address and click the Submit button.

Forgot User ID

Success! An Email containing your User ID has been sent to the Email address associated with your account.
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Step

Action

You will receive an email containing your username.

What if | forgot the answers to my security questions?
Please contact your IR or the helpdesk to resolve this issue.

Is my account locked?

Your IR can check on whether your account is locked and, if it is, unlock it.

How do | obtain access to Solids P&R and/or eCommerce Reporting?
Please contact your IR, and they will be able to grant you access.

How do | edit my profile information (e.g., name, address, email

address)?

Please contact your IR, and they will be able to edit you profile information.
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